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Company Overview

Founded

Headquarters

Employees

Market

2007 Revenue
CEO | Eva Chen

United States in 1988

Tokyo, Japan

3,800+

Internet Content Security

US $848 Million

• Operations in more than 50 countries; 10 global R&D centers • Tokyo Stock Exchange (4704)



6/6/2008 36/6/2008 3Classification

TrendLabs Expertise

• More than 1,000 threat research, 
service, and support experts at 10 
locations 

• 24/7 operations
• Real-time alerts for new threats

TrendLabs helps provide a worldwide platform for delivering timely 
threat intelligence, service, and support anytime, anywhere.

Protection requires more 
than a product…

It requires service—timely
and expert service.

Mexico

New Jersey, USA Paris, France Bavaria, 
Germany

Cork, Ireland

Tokyo, Japan

Taiwan, ROC

Shanghai, China

TrendLabs HQ, Philippines

Lake Forest, USA
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Trend Micro - The Complete Solution

Firewall

Remote User Remote User

Gateway
Antivirus, Content & URL Control

Apps Server

File Server

Cellphone/PDA

Desktops

Trend Micro: Protecting All Layers of the Network

Network VirusWall

Internet

Trend Micro Control Manager - Centralised Outbreak Management

Threat Prevention Network

Network
Reputation

Service

Email Server

Live 
Communications 

Server

IM SECURITY

SharePoint 
Portal

PORTAL PROTECT

W W W
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Data Leaks = Executive Visibility

A 24-year-old software engineer at America Online Inc. was arrested yesterday on federal charges that he hacked into the sold and company's 
computers to steal 92 million e-mail addresses that were later used to bombard AOL members with spam. 

Smathers allegedly sold the names for $100,000 to Sean Dunaway, 21, who ran an Internet gambling business in Las Vegas, prosecutors said.TJX, the parent company of T.J. Maxx, Marshalls, and other 

retailers, has not acknowledged how data on more than 45 

million credit and debit card users who had shopped at the 

company's retail locations was stolen and sold to fraudsters.

Credit card users, don't fret. Only a small fraction of the 13.9 million credit 
card accounts at MasterCard that were exposed to possible fraud were 
considered at high risk.  MasterCard said only about 68,000 of its card 
holders are at "higher levels of risk." And while those 68,000 should 
closely examine their credit or debit card accounts, customers do not 
have to worry about identity theft, Antle said. 

Personal data on about 26.5 million U.S. military veterans was stolen 

from the residence of a Department of Veterans Affairs data analyst who 

improperly took the material home. The data included names, Social 

Security numbers and dates of birth for the veterans, Nicholson said, 

but "there is no indication at this time" that the data had been used for 

identify theft. 

CDs containing the confidential personal details of 25 million child 
benefit recipients have been lost by HM Revenue & Customs (HMRC). 
The records contain the names, addresses, dates of birth and National 
Insurance numbers of the entire HMRC child benefit database, 
which also includes the bank account details of more 
than seven million.

1. Protect privacy  (customer/employee)
2. Protect intellectual property

Creates a tremendous need for action

Two Primary
Concerns:
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DLP: Many Reasons to Care

Segment Privacy
Intellectual 

Property Data Leak Threat

Financial Services, Retail
Credit card, accounts, PII, 
transactions, compliance 
regulations/fines
Citizen and employee records, 
legal cases/disclosures

Source code, schematics, 
designs

Formula’s, test 
results/reports, project data

Healthcare, Higher 
Education

Patient privacy data, 
diagnoses, credit card and 
payment info, student data

Public Companies
Pre-disclosure of financials, 
M&A activity, compliance 
regulations/fines
Employee records, customer 
accountsLarge Employers 

Government 

Technology, Manufacturing 

Pharmaceutical
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Mobile Insecurity
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Top Leakage Concerns

Desktop and Mobile
Leakage
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The ‘Insider Threat’

78% of data breaches 
come from Authorized 
Insiders

– Ponemon Institute 
Study – 2006

AuthorizedAuthorized
InsidersInsiders

UnUn--AuthorizedAuthorized
OutsidersOutsiders

►► Accidental or Accidental or 
malicious malicious 
breachbreach

►► Lost or Lost or 
stolen datastolen data

ThreatThreat ThreatThreat

►► Monitor, log, Monitor, log, 
prevent prevent 
breachesbreaches

►► Assess risk Assess risk --
continuouslycontinuously

►► Educate Educate 
employeesemployees

GoalsGoals
►► Prevent use Prevent use 

of data by of data by 
unauthorized unauthorized 
peoplepeople

GoalsGoals
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Data Leak Prevention

Mobile devices

Malicious insiders
Careless insiders
External hackers

Malware

Layered protection that complements Web Threat Protection

Thieves
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Securing Enterprise Data LeakProofTM 3.0

LeakProof enables companies to 
reduce the risk

of data breaches and 
ensure privacy and compliance

LeakProof understands the content of
data at rest, in use, and in motion

on every enterprise endpoint,
providing protection of sensitive data
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Scenes of Mobile Data Leakage

Kristina, at 
Starbucks™…

…edits a confidential document… …and emails it

How do you 
How can you tell

it wasn’t a love letter?
Could you

have stopped it?
know?

Scene 1

CONFIDENTIAL
Product Plan

for Next 
Gen Gadget

Scene 2

Gary, at a branch office… …encrypts customer data… …and copies it
How do you 

know?
Is he authorized? Can you centrally monitor & 

log?

USB DriveCONFIDENTIAL
Customer

Data
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LeakProof™ Secures From the Endpoint

ACME Customer Privacy Protection
Employees of ACME are expected
to protect sensitive information
containing customer information 
such as names, account numbers,
social security numbers etc. 
Please report any …Call 
the helpdesk or email.

DataDNA
server

Protect Educate

Justify

Discover

Anti-leak
client

Client software
Intelligent
– Fingerprint, Regex, Keyword, 

Meta-data
Interactive
Invisible
Independent
Robust

NEW

Enterprise management
Policy
Visibility
Workflow
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Core Filtering Technology

DataDNA™ Matching Engine
– High confidence, low false positives
– Language independent
– Multiple matching methods

• Signature/fingerprint
• Entity / Regex
• Keyword
• File meta-data

Robust Anti-Leak A/L Agent
– DataDNA matching engine protects

• Online OR offline
• On edited, re-saved, cut/pasted 

content
– Broadest coverage

• Devices, channels, applications, email 
clients, network protocols

• Authorizes encryption

Data
NA™

Data
NA™

149dl209y
kw9731la1
d992;f9ska
98f02l0399

New archi-
tecture plan

BLOCKED!

Fingerprinted
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Enterprise Workflow & Policy

Leak Protection Policies
– Logging, alerting, blocking
– Education, Encryption, Justification
– By endpoint, user, or group
– By data classification

• HIPAA, Customer, SOX, SS#
– Separate online and offline policies

Inventory & Forensics
– Discovery

• By endpoint, group, policy
– Investigate events, see actual sensitive 

content

Scalability, Availability
– Server clustering
– Agent monitoring

DATA
AT REST

DATA
IN MOTION

DATA
IN USE

Dashboard & 
Reporting
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Unique Fingerprinting Technology

Fast

Small

Accurate

Language independent
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Fixed Signature Size
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Competition
LeakProof Now
LeakProof 2Q'08

Leading Agent Performance and Technology

Fast and light

Fastest matching 
engine 

Smallest signatures

Unobtrusive, invisible
– Not in task manager
– Not in service list
– Hidden files/directory

Performance/ Footprint Provilla A/L Agent
CPU cycles 2.54% (1/2)

8,280K (1/5)Run-time Memory

Search Provilla A/L Agent Competition
Keywords: 

1000
12.0 MB/s (10x) 1.3 MB/s

Entity –SSN, 
Phone, Date

190 MB/s (40x) 4.75 MB/s
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New Dashboard and Workflow
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Employee Education

ACME Customer Privacy Protection
Employees of ACME are expected
to protect sensitive information
containing customer information 
such as names, account numbers,
social security numbers etc. 
Please report any …
Call the helpdesk or email.

Protection of Intellectual Property
The IP of ACME is very valuable to
us, and we expect all employees to
help protect this data. Files con-
taining IP secrets should not be
emailed, copied to USB, …
If you have any questions about
this, please contact HR at …

Severity
Blocked, warn & log, 

info only

Custom Links
Company Policies

Custom Alert Messages
File {name} contains {class} data and should 

not be sent vial {channel}

Brandable
Logo and custom 

messages
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How to deploy Effective DLP

Compliance Recent Leaks

1. Identify the pain 2. Identify the data

123-45-6789
John Doe
133 Main Street
Cupertino, CA

3. Understand the threat 4. Evaluate & Deploy

People

Process Technology
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The LeakProof Difference

Most COMPREHENSIVE coverage of leakage vectors, 
channels, and languages with best performance, security, 
matching engine, signature technology

• Alternatives have weak, immature endpoint coverage

Endpoint is MOST SCALABLE for enterprise
• Network solutions don't scale well, require third parties 

to enforce

INTELLIGENT about sensitive content
– Non-intrusive, not 'tagging' based, not limited to device controls

• Alternatives don’t have true content awareness 
at endpoint
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LeakProof 3.0 Extends Endpoint Leadership

Broadest DLP Threat Protection at the endpoint
– USB, email, webmail, IM, network
– Windows Vista / Office 2007, Yahoo IM filtering, PrintScreen blocking

Interactive employee education & workflow
– Log, block, client alert
– Education: custom messages and URL links
– Encryption for USB copying
– Justification

Discovery of sensitive data
– Stand-alone discovery/scan module

Administrative workflow
– Dashboard, policies, and monitoring

NEW

NEW

NEW

NEW

BETTER

BETTER
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Thank You
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